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Today’s objectives
Define the private set intersection (PSI) problem
Construct PSI from MPC and discuss circuit PSI

Define Oblivious PRF

Construct PSI for large sets
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Special case of MPC
“*Just use MPC”

117,45} Because it is a special
case, we can hope for
much more efficiency
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“Just use MPC”

Abstract. While there has been a lot of progress in designing efficient

custom protocols for computing Private Set Intersection (PSI), there - - .
has been less research on using generic Multi-Party Computation (MPC)

intersection functionality that are not addressed by the existing custom ’

PSI solutions and are easy to compute with generic MPC protocols

(e.g., comparing the cardinality of the intersection with a threshold or
measuring ad conversion rates). C aS e We C a n O p e O r

Generic PSI protocols work over circuits that compute the intersection.
For sets of size n, the best known circuit constructions conduct O(n logn)

or O(nlogn/loglogn) comparisons (Huang et al.,, NDSS'12 and Pinkas
et al., USENIX Security’15). In this work, we propose new circuit-based I I I l | ‘ I I I O re e I ‘ I e I l ‘
protocols for computing variants of the infersection with an almost linear

number of comparisons, Our constructions are based on new variants of

Cuckoo hashing in two dimensions.

We present an asymptotically efficient protocol as well as a protocol

with better concrete efficiency. For the latter protocol, we determine the

required sizes of tables and circuits experimentally, and show that the

run-time is concretely better than that of existing constructions, 6
The protocol can be extended to a larger number of parties. The proof

technique presented in the full version for analvzing Cuckoo hashing in
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We cannot

simulate semi-
honest Alice



F
R
P

S

Tol¥

liv

b

O

Q

X ’IX)
lF(k




M Oblivious PRF
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Use log n OTs
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Batched Oblivious PRF
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Private Set Intersection

Vladimir Kolesnikov® Ranjit Kumaresan' Mike Rosulekf Ni Trien®
August 20, 2016

Abstract

We describe a lighlweight protocol [or oblivious evaluation of a pseudorandom function [OPRF) in
the presence of semi-honest adversaries. In an OPRF protocol a receiver has an input r: the sender gets
output s and the receiver gets output I'{s, r), where I 1s a pseudorandom function and s is a random seed.
Our protoenl uses a novel adaptation of 1-out-of 2 OT extension protocols, and i particularly efficient
when used to generate a large batch of OPRF instances. The cost to realize e OPRF instances is roughly
the cost Lo realize 3.5 instances of standard l-oul-ol-2 OTs [using state-ol-the-arl OT extension).

We explore in detail our protocol’s application to semi-honest secure private set intersection (PSI).
The fastest state-of the-ars PSI protocol (Pinkas et al., Usenix 2015) is based on efficient OT extension.
We obeerve that cour OPRF can be usged to remove their PSI protocol's dependence on the bit-length of
the parties’ items. We implemented both PSI protocol variants and found ours to be 3.1-3 6 faster
than Pinkae et al. for PSI of 128 bit etringg and sufficiently large sets. Concretely, ours requires only 3.8
seconds to securely compute the intersection of 2°' size sets, regardless of the bit length of the items.
TFor very large sets, our protocol is only 4.3 x slower than the insecure naive hashing approach for PSL

1 Introduction
This work involves OT, OPRF and PPSI coustruclions. We starl by reviewing Lhe three primitives,

Oblivious Transfer. Oblivious Transfer (OT) has heen a central primitive in the arca of seeure compn-
tation. Indeed, the original protocols of Yao [Yao36] and GMW |Gol04, GMWSET] both use OT in a critical
manner. In fact, OT is both necessary and sufticient for seenre computation [Kil88 . Until early 2000,
the aren of generie sconre compuration was often scen mainly as a feasibility exercise, and improving OT
perlormance was nol a priorivy research direclion. This changed when Yao's Garbled Circuit (GC) was [irsl
implemented MNPS04] and a surprisingly fast T protocal {which we will eall IKNP) was devised by Ishai
el al. [IKNT03].

The IKNT OT exlension prolocol [IKNTPD3] is truly a gein; il allows 1-out-of-2 OT execulion at Lhe cost of
cornputing and sending ouly a [ew hash values [buu a securivy paraaneter of public key primitives evalualions
were needed Lo booteurap Lhe system). IKNP was immediately noticed and since then universally used in
implementations of the Yao and GMW protocols. It took a few years to realize that OT extension’s use
goes [ar beyond thege [undamental applications. Many aspecls of secure computation were sirenglhened and
sped np hy using OT extension. For example, Niclsen of al. [NNO12] propose an approach to malicions
two-party secure computation. which relates outputs and inputs of OTs in a larger construction. Thev
eritically rely on the low cost of batched OTs. Another example is the application of information-theoretic
Gate Fvalation Secret Sharing (GESS) [Kol05] to the computational setting [KK12]. The idea of [KK12]
is to stcm the high cost in sceret sizes of the GESS scheme by evaluating the circuit by shallow slices, and
using Q7 extension to efficiently “glue” them together. Partienlarly relevant for onr work, efficient OT's
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hl, h2 are two public hash functions



hl, h2 are two public hash functions






cuckoo hashing: 1f there are enough hash functions and enough
bins, Alice can place at most one item in each bin (with
constant overflow)



cuckoo hashing: 1f there are enough hash functions and enough
bins, Alice can place at most one item in each bin (with very
small overflow)
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Define the private set intersection (PSI) problem
Construct PSI from MPC and discuss circuit PSI
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Construct PSI for large sets



