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Today’s objectives 

Define the private set intersection (PSI) problem


Construct PSI from MPC and discuss circuit PSI


Define Oblivious PRF


Construct PSI for large sets
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PSI 

{13, 17, 25, 45, 52, 101} {1, 4, 17, 19, 21, 45, 100}
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Special case of MPC


“Just use MPC”

Because it is a special 
case, we can hope for 
much more efficiency



6

PSI 

{13, 17, 25, 45, 52, 101} {1, 4, 17, 19, 21, 45, 100}

{17,45}

Special case of MPC


“Just use MPC”

Because it is a special 
case, we can hope for 
much more efficiency
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PSI 

{x0, x1, x2, x3} {y0, y1, y2, y3}
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PSI 

{x0, x1, x2, x3} {y0, y1, y2, y3}

H(y0), H(y1), H(y2), H(y3)
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PSI 

{x0, x1, x2, x3} {y0, y1, y2, y3}

H(y0), H(y1), H(y2), H(y3)
We cannot 
simulate semi-
honest Alice




Oblivious PRF 

OPRF
kF(k, x)

x



Oblivious PRF 

{x0, x1, x2, x3}
{y0, y1, y2, y3}

OPRF
k

F(k, x0), F(k, x1),…

F(k, y0), F(k, y1),…



Batched Oblivious PRF 
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Random OT

S

ms

m0,m1



1-out-of-2 
Random OT

S

ms

m0,m1



1-out-of-4 
Random OT
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1-out-of-N 
Random OT

S
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Use log n OTs



1-out-of-N 
Random OT

S

ms

Use log n OTs

… or do something smarter



Batched Oblivious PRF 
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Essentially batched 1-out-of-N OT
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h1, h2 are two public hash functions
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cuckoo hashing: if there are enough hash functions and enough 
bins, Alice can place at most one item in each bin (with 
constant overflow)
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cuckoo hashing: if there are enough hash functions and enough 
bins, Alice can place at most one item in each bin (with very 
small overflow)
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Today’s objectives 

Define the private set intersection (PSI) problem


Construct PSI from MPC and discuss circuit PSI


Define Oblivious PRF


Construct PSI for large sets



